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QUESTION 1
a) Drawand label all FOUR (4) layers in TCP/IP model. (4 marks)
b) State which OSI layer(s) and protocol(s) involved directly related to network (5 marks)

programming.

c¢) List TWO (2) types of Uniform Resource Identifier (URL). (2 marks)
d) Interpret data transmission occurred in TCP/P layers related to low level (5 marks)
networking interface.
QUESTION 2
a) State TWO (2) IANA IPv4 Special-Purpose Address Registry and provide an (4 marks)
example for each.
by Define relationship between IP address, URL and hostname. (6 marks)
c) State THREE (3) methods in InetAddress class, that connect to a DNS server to
(3 marks)
resolve a hostname
d) Describe execution of thread application. (2 marks)
e) According to Figure 1, shows Java Stream class hierarchy for input and output (6 marks)

data transmission. Give:
i, TWO (2) types of Java Stream Classes;
i. TWO (2) superclass(s) from each type and;
i.  TWO (2) subclass(s) from each superclass.
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ava Stream
Class
Type 1 Type 2
Superclass Superclass Superclass Superclass
Subclass J Subclass J Subclass J Subclass |
Figure 1
QUESTION 3
a) List SIX(6) basic socket operations for TCP and UDP connection. (6 marks)

b) Create an object instances according to the following client server TCP connection (6 marks)

phase.
TCP Server TCP Client
i. Create a  server iii. Create a client socket
socket on a port 9999 to connect to the
ii. Create a socket to server with IP address
listen client request 10.10.100.1.
using method accept()
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c) Interpret the following sockets call for TCP communications in Figure 2. (9 marks)
’ Server
v Client
bind(
& sockel()
Histen()
¢ A
P I I S B L CO"nK'O
el 8CCOPY) .
v . v
[locked]
wrl
l ........ cea to() -
> To 4
biocked] read()
write() [blocked]
—J J When operation Is over, server
\ foops fo accept a new connection
Figure 2
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QUESTION 4
a) Define client/server infrastructure in network and provide an example application. (3 marks)
b) Define the THREE (3) key features of UDP in comparison to other transport (4 marks)

protocols. Provide an example of a situation where UDP would be a suitable choice.

c) Create an object instance(s) according to the following UDP datagram socket (4 marks)
creation.

UDP Server UDP Client

i. Creates a datagram ii. Create a client socket
socket and binds it with to connect to the
the available port server with port
number on the number 3000
localhost machine.

d) Interpret the following sockets call for UDP communications in Figure 3. (10 marks)
sockel() sockel()
bind() bind(}
> recvirom() ’ sendio()
[blocked] recviromy()
U /
{blocked]
sendlo(} 3\ ‘L
SERVER CLIENT
Figure 3
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QUESTION 5

a) Define Secure Socket Layer (SSL) and provide an example application.

b) Describe THREE (3) important security factors in SSL.

c) State TWO (2) types of cryptography applied in SSL.

d) lllustrate and describe Hypertext Transfer Protocol Secure (HTTPS)
establishment between browser and web server.

End of question

(3 marks)

(6 marks)

(2 marks)

(10 marks)




